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Investigating Mobile Devices

Until recently, mobile or cellular devices would not have yielded much useful data in
the course of an investigation. Today, virtually all computing can be done from a
smartphone or tablet without the need for a standalone computer. iPhones,
Blackberry’s, Android Devices (including tablets) and iPads have the same
functionality that once was reserved for separate devices, for example computers,
pagers and telephones. Desktop computing in a handheld device affords a skilled
forensic investigator a wealth of evidence. Portable devices tend to be more

connected to a specific user, their lifestyle and activities.

Devices Imaged and Examined

+ iPhone *  Windows Phones
« Android (Galaxy, HTC, etc.) « iPad
« Blackberry « Smartphone iPhone/Blackberry/

Android
+ Game Systems

Motorola Phones

Typical Data Recovered and Analyzed

» TXT Messages » Deleted Images

» Voicemails (iPhone) « Call Logging

* Internet Browsing History » Location History (GPS)
» Documents (Word, PDF, Excel) « Deleted Images

» Social Media Activity + Carved Data

Cases involving intellectual property theft, sexual harassment and employment
discrimination can be won or lost solely by presenting recovered e-mail messages and
other electronic files and records. If an attempt has been made to delete, erase, or
otherwise hide critical evidence, you need more than just experienced, competent
digital forensic examiners, you need an experienced forensic investigator.
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